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PROFESSIONAL SUMMARY

Cloud & DevOps engineer with hands-on experience designing and deploying secure, scalable infrastructure across AWS and Azure. 
Background in network and systems administration, with AWS and Azure certifications and a portfolio of production-style cloud projects 
spanning containerization, serverless architecture, and security monitoring.

TECHNICAL SKILLS

• Cloud Platforms: AWS (EC2, S3, IAM, ECS, Fargate, ECR, Lambda, API Gateway, DynamoDB, Step Functions, CloudWatch, GuardDuty, VPC) · 
Microsoft Azure (VMs, Azure AD, App Service, Storage, Networking)

• Systems & Networking: Windows Server Administration, RedHat Linux, Active Directory, TCP/IP, DNS, DHCP, VLANs, Routing & Switching
• Containerization & DevOps: Docker, Amazon ECS/Fargate, Nginx, Application Load Balancer, Auto Scaling, Infrastructure security 

automation
• Scripting & Tools: PowerShell, Bash, Python, AWS CLI, Azure CLI
• Security & Monitoring: IAM least-privilege, MFA, RBAC, pfSense, Fortinet Firewall, Prowler, Amazon GuardDuty, CloudWatch, Log 

Analytics

PROFESSIONAL EXPERIENCE

Network Administrator Intern — City College, Khartoum, Sudan Mar 2023 – Apr 2023
• Deployed and configured Virtual Desktop Infrastructure (NComputing) across the institution's internal and external network
• Audited network devices, migrated data from primary to backup servers, and reviewed pfSense firewall rules and network design

System Administrator Intern — RCB Bank, Khartoum, Sudan Jun 2022 – Mar 2023
• Managed user accounts, security policies, and Group Policy software deployment across an Active Directory environment
• Monitored network communications and verified backup integrity using SAN storage solutions

SELECTED PROJECTS

Bank Transaction Microservice — Secure AWS Architecture  github.com/khalidkorena15/Bank-Transaction-Microservice-AWS
• Deployed a secure banking microservice on AWS using public/private VPC subnets and bastion-host access, with continuous security 

monitoring via CloudWatch, GuardDuty, and Prowler

Multi-Cloud Application — AWS + Azure  github.com/khalidkorena15/multi-cloud-aws-azure
• Built a cross-cloud architecture routing traffic from an AWS ECS (Fargate/ECR) frontend to an Azure App Service Flask backend over HTTPS

AWS ECS Fargate Nginx Deployment  github.com/khalidkorena15/aws-ecs-fargate-nginx-project
• Architected a production-style containerized service on ECS/Fargate with Application Load Balancer, multi-AZ high availability, and auto 

scaling

Serverless Event Processing API  github.com/khalidkorena15/serverless-event-processing-api
• Designed an event-driven pipeline (API Gateway → Lambda → Step Functions → DynamoDB) with retry logic and full CloudWatch 

observability

Takween Assistant — AI Helpdesk Platform  github.com/khalidkorena15/Takween-Assistant
• Built an embedded AI chat widget (PHP/MySQL, Claude API) with tiered escalation, an admin FAQ console, and full audit logging for an 

author-management platform

CERTIFICATIONS

• AWS Certified Solutions Architect – Associate  ·  AWS Cloud Practitioner Essentials  ·  Microsoft Azure Administrator Associate
• Microsoft Azure Fundamentals (x2)  ·  RedHat Linux Administration I & II  ·  MCSE: Windows Server 2016  ·  Cisco Certified Network 

Associate (CCNA) x2

EDUCATION

National University of Sudan (NUSU) — Khartoum, Sudan Graduated Apr 2022

LANGUAGES

Arabic (Native)  ·  English (B2)
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